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What is the clinical reality?

The clock is ticking: how care delays threaten patient health

https://www.philips.com/a-w/about/news/future-health-index/reports/2025/building-trust-in-healthcare-ai.html
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AI’s roles in healthcare

• AI is revolutionizing healthcare by enhancing various aspects such as drug development, disease diagnosis, 
treatment, patient monitoring, and administrative tasks. 

• Notable examples include Google’s Med-PaLM, Stanford’s CheXNet, and NVIDIA’s partnership with 
Hippocratic AI. 

• In addition to the advancements by the private sector, the World Health Organization (WHO) launched 
S.A.R.A.H. (Smart AI Resource Assistant for Health) in April 2024. This digital health promoter prototype, 
powered by generative AI, features enhanced empathetic responses in eight languages.

Looking ahead, we can expect a growing trend of collaboration among healthcare companies, technology 
firms, and research institutions. This synergy will drive further innovations and improvements in healthcare 
delivery and patient outcomes.



How AI can improve the clinical practice?
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Agentic AI in Healthcare, Apps, Benefits, Challenges and Future Trends (2025) 
https://emorphis.health/blogs/agentic-ai-in-healthcare/

https://emorphis.health/blogs/agentic-ai-in-healthcare/


The state of cybersecurity in healthcare

$3.5m - The average cost of a 
data breach for healthcare 

organizations

$398 - The average 
cost per exposed 

record

The state of cybersecurity in healthcare 2025. A Veriti Research 
Report, veriti.ai



Cybersecurity Risks in Agentic and Multi-Agent AI Systems

Adversarial attacks: AI agents can be tricked by carefully 
crafted inputs that are designed to mislead them.

This poses critical risks such as:

• Delivering incorrect treatment recommendations;
• Suppressing vital alerts (e.g., early signs of sepsis or 

cardiac arrest);
• Misleading clinicians with fabricated or irrelevant data.

Data poisoning: If attackers gain access to the training or 
retraining pipeline, they can inject false or biased data that 

causes an AI agent to learn incorrect patterns over time.

This can result in:
• Systemic bias in clinical decisions
• Agents that slowly degrade in performance while 

appearing normal
• Faulty risk scoring or triage escalation paths

Agent impersonation or hijacking: If security is weak, 
malicious actors can take control of or impersonate an 

agent within the network. 

Such attacks can lead to:
• Cancellation or rescheduling of critical procedures
• Authorization of medications with known 

contraindications
• Silent failure of alerts or risk escalation triggers

Insecure communication between agents: Multi-agent systems 
rely heavily on constant communication—data is exchanged 

between agents through APIs, message queues, or local 
networks. If these are not encrypted or authenticated properly, 

they become prime targets for interception or manipulation.

Consequences include:
• Leaking of sensitive patient data (violating HIPAA/GDPR)
• Injection of false data during agent handoffs
• Loss of integrity in collaborative clinical workflows



What Responsible AI looks like?

The question of “what is responsible AI?” is one being asked about every application of artificial 
intelligence. But when it comes to responsible AI in healthcare, at its core it must be:

➢ Fair: Designed to reduce, not reinforce, health disparities.

➢ Accountable: Containing clear lines of responsibility for decisions influenced by AI.

➢ Transparent: Systems must be explainable so clinicians and patients can understand how 
conclusions are reached.

➢ Safe: Built with rigorous testing and continuous monitoring to minimize harm.

➢ Alignment with Human Values: Ensuring AI systems operate in ways that enhance human well-
being.



What Responsible AI looks like?

Examples of Responsible AI in Practice
Some institutions are already developing frameworks for responsible AI in healthcare.

➢ The World Health Organization (WHO) offers guidance emphasizing human oversight, inclusivity, 
and data privacy.

➢ STANDING Together is an initiative funded by the U.K.’s NHS AI Lab that developed 
recommendations for transparency of AI datasets. 

➢ And to help uncover errors in clinical trials, the SPIRIT-AI and CONSORT-AI extensions are 
reporting guidelines for protocols with an AI component.

But there is still a gap between AI’s use in hospitals and its oversight. A study published in 2025 
found that 65% of U.S. hospitals used predictive models, but only 44% reported evaluating for bias.

https://www.who.int/news/item/28-06-2021-who-issues-first-global-report-on-ai-in-health-and-six-guiding-principles-for-its-design-and-use
https://www.datadiversity.org/
https://www.nature.com/articles/s41591-020-1037-7
https://www.nature.com/articles/s41591-020-1034-x
https://www.healthaffairs.org/doi/10.1377/hlthaff.2024.00842


Legal frameworks governing AI in healthcare

• The US Food and Drug Administration (FDA) has recently issued several discussion papers on AI drug development and 
manufacturing medical devices and guidance on decentralized clinical trials.3 FDA generally supports the use of AI in healthcare 
development and has already reviewed and authorized over 1200 AI/Machine Learning (ML)-enabled medical devices.4

• The EU AI Act is recognized as the world’s first comprehensive AI law. Although most of its requirements will only come into effect 
from August 1, 2026, and pure research and development AI is excluded from much of its scope, the Act imposes regulatory 
requirements on AI systems based on four risk categories: (1) prohibited AI, (2) high risk AI, (3) AI triggering transparency 
requirements, and (4) general-purpose AI. In the context of healthcare, the middle two categories—“high risk AI” and “AI 
triggering transparency requirements”—are likely to be the most relevant. These categories will impose specific regulatory 
obligations to ensure the safe and ethical use of AI in healthcare applications.

• General purpose AI models (GPAIM) is also used for many hundreds of different use cases, across R&D and corporate functions. 
This is typically by way of customizing large language models using proprietary data. As such, the industry has been calling out for 
clarification regarding the extent to which such bespoke deployment of GPAIM will engage the specific EU AI Act obligations 
(applying from August 2, 2025).

https://www.aoshearman.com/en/insights/ao-shearman-on-life-sciences/ai-in-healthcare-legal-and-ethical-considerations-at-the-new-frontier#3
https://www.aoshearman.com/en/insights/ao-shearman-on-life-sciences/ai-in-healthcare-legal-and-ethical-considerations-at-the-new-frontier#4


EU AI Act in healthcare

https://www.nature.com/articles/s41746-024-01213-6



Ethical considerations

Data Privacy and Security

Patient Confidentiality: Ensuring that AI systems protect patient data
and adhere to privacy laws like Health Insurance Portability and
Accountability Act (HIPAA) in United States and General Data
Protection Regulation (GDPR) in EU.
Data Security Measures: Implementing robust cybersecurity protocols
to prevent data breaches and unauthorized access.
Anonymization: Techniques to anonymize patient data while
maintaining its utility for AI analysis.

Transparency and Accountability

Explainability: Making AI decisions understandable to healthcare
providers and patients to ensure trust and acceptance.
Accountability Frameworks: Defining clear accountability for AI-
driven decisions and outcomes, including legal and professional
responsibilities.
Informed Consent: Ensuring patients are fully informed about the
use of AI in their care and obtaining their consent.

Bias and Fairness

Algorithmic Bias: Addressing biases in AI algorithms that can lead to
unequal treatment outcomes across different patient
demographics.
Inclusive Data Sets: Ensuring that training data for AI models is
diverse and representative of the entire patient population.
Fairness Audits: Regularly conducting audits to assess and mitigate
biases in AI systems.



Ethical considerations – EU AI Act

🛑 High-Risk Classification:

• AI systems used in healthcare are explicitly classified as “high-risk” under 
the EU AI Act.

• This means AI tools used for:
➢ Monitoring vital signs
➢ Predicting deterioration (e.g., sepsis, AKI, cardiac arrest)
➢ Recommending treatments or interventions

are subject to strict safety, quality, and transparency 
requirements.

🛑 Transparency and Explainability:

• AI systems must be interpretable to clinical staff.
• The Act mandates that healthcare professionals using AI must:

➢ Be informed about how the system works
➢ Be able to understand and challenge its recommendations

🛑 Risk Management and Compliance:

• Providers must perform risk assessments and develop mitigation 
strategies before using AI in critical care.

• The system must comply with cybersecurity, bias prevention, and 
patient safety standards.

🛑 Human Oversight: 

• The Act emphasizes "meaningful human oversight" — clinicians must remain in 
control.

• The AI system cannot make autonomous decisions that bypass or replace clinician 
judgment.

AI must act as a support tool, not a replacement.



Building secure and ethical AI in Healthcare



ICI Innolabs – www.innolabs.ro



Conclusions

• AI in healthcare must do more than perform; it must behave responsibly.
The true challenge is not technical, but ethical: ensuring that innovation amplifies fairness, 
not inequity.

• Trust is the foundation of adoption.
Every algorithm that enters the clinic must respect privacy, accountability, and transparency 
— not as compliance checkboxes, but as moral commitments to patients.

• The future of healthcare is hybrid = human and intelligent.
When fairness meets clinical reality, technology becomes an extension of care itself.



Thank you for your attention!

Any questions?

elena.paraschiv@ici.ro
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